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PHU LUC: THONG SO KY THUAT SAN PHAM

Dong san pham

RedWall NGX 2100

CPU Intel Xeon 2.4GHz(10C)*2
B nhé trong 64GB
System SSD 256GB
Luu trir SSD 1.92TB*2
-0 (RAID-1)
Module Slot 8
10GF 4
Interface 1GE 8
1GC(bypass) 8
TOTAL 1GC*8pt(BP), 1GF*8pt, 10GF*4pt
Kich thwéc {WxDxH} 438x685x88
Trong luwgng 28.43Kg / 25.43Kg
Kich thuéc / Nguon 2U / Dual
Cong suat tiéu thu 850W / 453W

Thong so nhiét

1546.09 BTU/hr

Nhiét do lam viéc 0-40 46 C
Firewall 80 Gbps
NGFW (App- 15 Gbps
Théng lugng | Ctri)
IPS 15 Gbhps
IPSec VPN 125 Gbps
Phién dong thoi (CC) 15.000.000
Két noi dong thoi/giay (CPS) | 180.000
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Géi tin dong thoi/giay (PPS) 7.635.000

Kiém soat ing dung 3,300+

IPS — mau nhan dién 7,500+

Sb chinh sach t6i da 100.000

IPSecVPN Tunnel 50.000

SSL VPN Max User 5,000/15,000

Kiém soat thiét bi 6.000
Tinh sin sang Acitve- active/ Acitve-Standby

Kién tric h tro Hd tro kién trac xt Iy song song don luot




Théng sb ky thuat phan mém

NGFW

D6i phé
v6i APT

Kiém tra
SSL

IPSec VPN

SSL VPN

Kiém soat chinh sach dya trén ngudi ding

Hb tro xéc thwe ngudi dung SECUI (captive portal) va SSO
Kiém soat (rng dung SaaS

Kiém soat chinh sach dya trén (rng dung/thiét bi

Trinh hwéng dan cai dat AD dé lién két vai AD SSO

Nhan dién giao thirc OT va kiém soat truy cap

QoS theo trng dung va ID ngudi ding

Phan bd tai nguyén cho mdi hé théng ao

Cé4u hinh mang &o tryc quan véi ban dé topo

M@i trwdng van hanh doc 1ap cho tirng quan tri vién

Cung cép chirc nang phan tich mi de doa APT lién két voi
thiét bi sandbox

Hb tror hé thong chia sé thong tin méi de doa da phat hién
HTTPS, SMTPS, POP3S, IMAPS, FTPS

Céc chirc nang Kiém soat Ung dung, IPS, DLP, Loc Web va
thiét bi bén ngoai lién két v&i lwu lwong truy cap da gidi ma
Tang tbc phan clirng

HA Active—Active v&i L2/L3/L4

Cai dat nhom chinh sach bao mat

Chinh sach mién (B6i twong URL)

Lich trinh kich hoat theo chinh sach bao mat

Kiém tra céac chinh sach dw thira, khong st dung (khong tham chiéu)
Chinh séch kiém soat goi VXLAN

NAT dwa trén chinh sach va NAT dwa trén giao dién

Phat hién méi de doa DNS dua trén hoc may

Lién két voi man cai dat chinh sach va chirc néng tra ciru/phan tich nhat ky
Quan ly dong thoi gian chinh sach va khoi phuc lai

Mau chi ky dwa trén hd so

Chtre nang phat hién da mau (phat hién song song)

PCRE (Biéu thirc chinh quy)

Lién két véi cong cu kiém tra 16 hdng, t6i wu héa chiv ky
Chtrc nang xac minh chi ky tay chinh

Phong thu 16p trng dung

Phong tht hoc méu théng minh

Phong thti tan cong web dwa trén hanh vi, phong thi DRDoS (N:1)
IKE(v1/v2), PKI(x509)

Chtrc ndng VPN nhom

GRE/IPIP, L2TP, PPTP Tunneling

Trang bi thuat toan Mat ma Hau lwgng tir (PQC)

3DES, AES, SEED, ARIA, LEA, CAST, Blowfish, MD5,
SHA-1, SHA-256, SHA-512, HAS160 v.v.

Chtrc nang phat hién I6i dwong day SECUI

Ché d6 Tunnel day da

Xac thuc sinh trdc hoc FIDO

Hb tro xac thuc da yéu té (Xac thue thi ba)

Xac thyre tién loi dwa trén (ring dung PASS

Anti-Virus

&

Anti-SPAM

Kiém
soat
thiét bi

Dong co Chéng Virus (Dwa trén tép hodc Da trén ludng)
Danh sach Blackhole thoi gian thwc (RBL)

Gi6i han sb lwgng nguwdi nhan va viéc g mail hang loat
Loc URL (Cai dat theo danh muc)

Cai dat va chinh stra trang canh bao

Kiém tra mé rong URL (kiém tra truy van URL)

Ch&n tén mién dia chi IP

URL phan loai toan cau (Co sé di liéu cuc bo/dam may)
Kiém soét tieu d& HTTP

Danh séach ch&n may chd an danh

HTTP/HTTPS, FTP/FTPS, SMTP/ SMTPS, POP3/POP3S, IMAP/IMAPS
Hon 39 dinh dang tép phé bién

Kiém soat ro ri théng tin qua webmail

Tép nén (ZIP, TAR, GZIP, ALZIP, BZIP, RAR, 7ZIP)

Dang ky/kiém tra va chan sb dang ky cw tru, sb thé

Loc va lwu (lwu triv)

Khach hang SSL VPN (Windows, Linux, Android, iOS)
Cung cép théng tin trang thai bao mét cua thiét bj qua
kiém tra tuan tha

Phat hién bat thuong, cach ly va xéa

Thu thap théng tin bao mét thiét bj (cap nhat, cai d&t bao mat)
Thu thap Iwu lwong, tép va URL bét thuong

LACP, VLAN, kiém soét tai san dong

QoS (theo IP, (rng dung, giao dién)

Chuyén dbi IPv6 (tunnel cé thé cu hinh, 6tod) &

Dich (NAT64, DNS64), NAT46

Giao thtre dinh tuyén (IPv4-OSPF/RIP/

BGP, IPv6-OSPFv3/RIPng/BGP4+)

May chi DHCP, DHCPv6 va RA

DNS, DDNS, DNS phan tach

SNMP (v1, 2, 3), Truyén tai Syslog

Bao cdo (Chi tiét chinh sach, Trinh duyét bao céo)

Quan ly nhat ky dwa trén co sé dir liéu (hd tro nén)

Giam sat lvu lvong/phién theo (rng dung va ngwdi dung.
Cai dat ngwdng bao dong canh bao.

Cap nhat va Ha cép Firmware (Quay lai phién ban truéc).
Quyén truy cap quan trj vién nhu LDAP/RADIUS/TACACS+/OTP
Trinh hwéng dan cai dat, Cai dat Doc/Ghi (R/W) da chirc nang.
Ho so' quyén quan tri vién

Thue thi CLI va Bat géi trén GUI

Lién két véi Open API, giai phap bén ngoai khac

H® tro kiém tra tw danh gia tuan thd bao mat

Cai dat 16 trinh lwu lwong dwa trén (ng dung

ZTP (Cung cép cAu hinh tw déng khong cén can thiép)
Cai dat 16 trinh luu luong dya trén chét lwgng dwong truyén
(Dw kién cho nlra sau clia ndm 2024)
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